Data Protection Compliance WOODSWWALLDATA
Fact Sheet

Purpose

This Fact Sheet provides an overview of the activities the Woods Group Limited (Woods Valldata) has
undertaken to ensure it is compliant with the General Data Protection Regulation (EU) 2016/679
(GDPR), UK-GDPR, the Data Protection Act 2018 (DPA) and the Data Use and Access Act 2025. The
information provided in the document relates to where Woods Valldata acts as a data processor.
Woods Valldata does not operate a joint Controller status.

This document is supported by the Woods Valldata Information Security Management document
which provides an overview of the technical and organisational measures in place to protect personal
data processed by Woods Valldata.

Categories and Types of Personal Data Processed

Woods Valldata processes personal data relating to supporters and potential supporters. The types
of personal data processed includes name, address, date of birth, telephone number, email address,
gift aid declaration, bank account details etc.

Woods Valldata will on occasion process personal data that would be classified as ‘special categories’
for the purposes of maintaining records of vulnerable supporters, problem gamblers. Supporters
have, and can provide, on response devices and in correspondence ‘special categories’ of personal
data, therefore all supporter data has been classified as ‘Confidential Restricted” and is handled
accordingly.

Policy

A Data Protection Policy is in place, the policy statements can be found in the supporting Woods
Valldata Information Security Management document.

Data Protection Officer

Valldata is not required under GDPR or DPA to appoint a Data Protection Officer, however the Woods
Valldata Data Protection Officer is Paula Robinson, Head of Compliance who is a member of the Woods
Valldata Senior Leadership Team.

Woods Valldata’s registration number with the Information Commissioner’s Office is: Z9778401.

Record of Data Protection Activities

As required by Article 30 of UK-GDPR and GDPR, Woods Valldata maintains a register which details
the categories of processing activities carried out on behalf of its Charity partners. A summary of the
register has been provided to all Charity partners in the form of a Supporter Data Information Asset
Register (IAR). The IAR details what personal data Woods Valldata processes on behalf of its Charity
partners, and the purpose of that processing, including:

e Whether the data is electronic and/or physical

e  Where the information was obtained from

e The purposes for which it is processed

e  Which types of Woods Valldata third parties are involved in the processing of supporter
personal data

e How long Woods Valldata retains the information for.

Charity partners will be provided with an updated version of the IAR if, and when, changes are made.
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Privacy Impact Assessment (PIA) Process

Woods Valldata has implemented a ‘PIA” screening process which has been integrated into its Change
Management and Third-Party processes to ensure that any changes to how personal data is processed,
or where personal data will be processed, are understood, assessed and approved. The PIA screening
form includes determining whether data controller consent is required prior to engaging a ‘sub
processor’, updating processing records and ensuring the appropriate organisational and technical
measures have been specified. The PIA screening form is reviewed and signed off by the Head of
Compliance prior to the change being approved or third party engaged to ensure, where applicable,
written authorisation from a Charity partner is obtained and data protection measures are
implemented as default.

Data Protection Measures

Personal Data Handling and Protection

A list of approved information processing facilities for processing personal data have been identified
and recorded within the Woods Valldata Information Classification, Handling and Protection Policy.
The information processing facility will determine who has access to the personal data and whether
the data is encrypted at rest, if held electronically.

Access Control

Supporter personal data is held within the core system relevant to the business stream, the core
system is the database for supporter records. In addition, depending on the service being provided
supporter personal data will also be processed within the image store, lottery database and websites,
raffle websites (hosted in Microsoft Azure), the scanning system, network drives and SFTP. Data is
segregated through authentication controls which restrict which Charity partner’s data can be
accessed. Data hosted in Microsoft Azure is encrypted and Microsoft do not have access to the raw
data as Woods Valldata manage the encryption keys.

Woods Valldata has various processes to manage and control how personal data is accessed and used,
e.g. access to data is restricted to specific teams/individuals as per a role-based profile (RBP), all access
requests are approved against the RBP before being provisioned. Any access request that does not
meet the RBP will be referred to the Head of Compliance for review and approval in discussion with
the information asset owner, this is then recorded on the RBP as an exception or the RBP is updated
if the change applies to a whole team. Quarterly reviews of user access, against approved access
levels are undertaken.

Charity partners are responsible for notifying the Woods Valldata Campaign Management team of any
changes which require one of their users to be removed from the SFTP system or Woods Valldata
Portals. Access requests must be through the main Charity partner contact to the Campaign
Management team. For the SmartView and the new Lottery Portal Charity partners are responsible
for enabling/disabling access of their users accordingly.

Data Handling
The following conditions apply to all supporter data:

e  Only the supporter URN, surname and transaction ID are permitted to be sent or received by
email (internally and Charity partners)
e Only the supporter URN, surname and transaction ID are permitted to be stored in Zendesk

e The receipt or transmission of electronic supporter data from Charity partners or third parties
must be via SFTP
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Data Encryption

Data held within Microsoft Azure, backups, SFTP and within the Cardholder Data Environment (CDE)
is encrypted at rest. Encryption is a mandatory requirement of any new system or service processing
personal data moving forward.

Data held on the SFTP is also password protected but this is dependent on individual Charity partner
requirements so does not apply to all data.

All personal data is encrypted in transit.
Data Anonymisation

Data anonymisation is implemented on test systems. As data is exchanged between Woods Valldata
and the Charity partner no anonymisation is undertaken on the core systems.

Woods Valldata would always seek to delete data when it is no longer required, rather than maintain
anonymised records.

Personal Data Retention

An Information Retention Policy and Schedule is in place which determines the retention period of
personal data, based on the purposes for which it is processed. These retention periods have been
included in the IAR sent to Charity partners.

Where the retention period states ‘as per Charity partner instructions’ these are specified within
either the campaign brief (if they differ between campaign) or operational specifications. If a Charity
partner has not provided this information to Woods Valldata, then no retention period has been set
and we will therefore keep this information until told otherwise. Please note Charity partners can
only influence the retention periods marked ‘as per Charity partner instructions’, all others are based
on Woods Valldata business need to provide the respective service to its Charity partners, or legal and
regulatory requirements.

Backups of electronic data will be retained for an additional 12 months; however IT have implemented
measures to ensure any data restored from backup, that has been deleted from ‘live’, is deleted from
the restore prior to the system/data being made available to users, and prior to the scheduled backup
being done.

Data Protection Awareness

All users are provided awareness training on data protection annually and as part of the ‘on-boarding’
process for staff and contractors.

The e-learning training material has been developed and created in-house to ensure it is applicable to
the personal data processed by Woods Valldata and the job roles that process personal data.

Posters, newsletters, FAQs and email updates are also used to improve awareness across the
company.

Fair, Lawful and Transparent

Woods Valldata is the data processor and therefore only processes personal data in accordance with
written instructions for the data controller, its Charity partners.

It is the data controller’s responsibility to ensure:

e It has a lawful reason for processing the personal data used by Woods Valldata in providing
the service
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e Privacy notices (information notices) are issued to supporters which includes the information
set out in Article 13 of UK-GDPR, GDPR

e Responding to data subject requests

e Ensuring where consent is used to process personal data, that mechanisms are in place to
refresh consent at appropriate intervals

Data Subject Rights
Subject Access

A Subject Access Request (SAR) process has been implemented which ensures Woods Valldata notifies
Charity partners of any SAR it receives on its behalf. When a SAR is received the Woods Valldata
Supporter Services Team will upload the SAR to the SFTP site (Woods Valldata or Charity partner) and
notify the named Charity partner for SARs that the request has been uploaded, either by email or a
Zendesk ticket. Woods Valldata will not validate the request or provide information direct to the data
subject.

Woods Valldata process will ensure Charity partners are notified of any SARs received within 48 hours
of the receipt of the request.

Where a Charity partner requires Woods Valldata to provide personal data to enable it to respond to
a SAR, this request must be in writing to the Woods Valldata Campaign Management Team via
Zendesk. The request must provide sufficient notice to enable Woods Valldata to collate the
information.

Woods Valldata does not need to contact its sub-processor to provide data relating to a supporter as
either the information is already on a Woods Valldata system, or Woods Valldata has access to the
system e.g. cloud-based email thanking solution, therefore Woods Valldata would be able to provide
all necessary information. Information within imports, exports, reports, including DD reports would
not be provided as these only contain transactional information relating to what is stored against the
supporter record.

Object / Restrict Processing

Under UK-GDPR and GDPR this is not an absolute right and must be assessed against the reasons for
processing and the rights and freedoms of the data subject.

Where a supporter objects to receiving marketing information or has asked not to be mailed normal
business processes, as agreed with the Charity partner, will be followed e.g. update supporter record
contact preferences and the flag is exported during scheduled exports, or request is whitemailed.

Any other requests relating to this right will be sent to the Charity partner for instruction on how to
proceed.

Rectification

Where a supporter has requested their details be updated normal business processes, as agreed with
the Charity partner, will be followed e.g. update supporter record and the change is exported during
scheduled exports, or request is whitemailed.

Rectification will only be made to the supporter record in the core systems, where the data exist in
files such as imports, exports, images and mailing files these will not be rectified as they are retained
as a ‘record’ of what was sent or received and therefore cannot be amended.
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Right of Erasure

Under UK-GDPR and GDPR this is not an absolute right and must be assessed against any legitimate
reasons the data controller, and or data processor may have to continue to process some or all of the
data. Under the Gambling Act, and associated Gambling Commission (GC) LCCPs there are specific
requirements on the minimum amount of time accounting records, complaints etc. need to be kept
for, and there are other requirements relating to vulnerable supporters and or problem gamblers it
may not be possible for all of the supporter’s data to be erased if such a request was received.

Any request received by Woods Valldata from a supporter for their data to be erased will be sent to
the Charity partner to await instruction on how to proceed. If norequest is received from the Charity
partner, then no data will be removed.

All data deletion requests from a Charity partner must be raised in Zendesk, with any accompanying
personal data shared via SFTP. If there are legal or regulatory reasons why Woods Valldata cannot
erase the data, then the Charity partner would be informed.

Data will only be deleted from the core databases, any data about that individual in exports, reports
etc. will not be removed as these are only used for historical purposes, and not further processed. A
defined retention schedule, as per the IAR, has been set for these. The same applies to back-up data,
but as part of any restore Woods Valldata would re-process any RTBF requests prior to making the
data/system available again.

Automated Decision Making / Profiling

Woods Valldata only processes personal data as instructed by a Charity partner, if the data provided
to Woods Valldata by a Charity partner has been derived from automated decision making or profiling
then Woods Valldata does not have any input or control in how this is achieved.

Transfer Outside of the UK or European Economic Area (EEA)

Woods Valldata has offices in the UK and Romania, no supporter personal data is sent to Romania or
stored in Romania, instead the Team access services and data in the Uk via VPN.

Woods Valldata also utilises services provided by third parties in other countries within the EEA.
Personal data is not transferred outside of the UK or EEA.  Transfers of personal data between the
EEA and the UK, or UK and the EEA are not restricted under data protection law.

Woods Valldata however has implemented standard contractual clauses (SCCs) between its UK and
Romania offices to ensure that if the ‘adequacy’ decision changes between the UK and EEA personal
data can continue to be processed by the two offices.

It is important to note that the Romania office is owned by Woods Consolidated and therefore part of
the Woods Group and subject to the same policies and processes in place within the UK office,
Romanian law permitting.  These policies and processes are set and governed by the UK office.

Third-Party Management

The Woods Valldata third-party management process includes ensuring due-diligence checks and risk
assessments are undertaken on any third party that has access or potential access to information
owned by or entrusted to Woods Valldata, or any third party involved in the supply chain of its key
products and services to ensure their information security and business continuity controls meet
Woods Valldata and its Charity partners’ requirements.

Third parties will be subject to formal contracts and agreements, which will include the same level of
measures Woods Valldata is required to adhere to, dependant on the service provided by that third
party. Third party services are monitored and reviewed at regular intervals, as appropriate.
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Sub Processors

The IAR details the types of sub processor Woods Valldata utilises in the provision of services to Charity
partners e.g.

o Cloud hosted applications e.g. email (internal and email thanking) and ticketing (datacentres
in UK or EEA)

e Cloud hosted lottery databases, websites, and image store (datacentres in the UK)

e Cloud backup (datacentres in the UK)

e Data cleansing and validation, e.g. PAF, MPS, TPS, bank checker

e Payment providers, e.g. payment cards and BACs

e Payment couriers, e.g. cheque collections to clearing house

e Secure paper and electronic media destruction

e Secure archiving

Where a category of sub processor only applies to a specific Charity partner these have been added
as an appendix to the IAR provided to that Charity partner. The formal agreement between Woods
Valldata and a Charity partner will include details of the sub processors engaged by Woods Valldata
direct. Written approval will be gained from a Charity partner prior to the engagement of any new
sub processor involved in the processing of their supporter personal data. Charity partner sub
processors, which Woods Valldata are instructed to use, are not referenced as the relationship is direct
with the Charity partner.

Technical and Organisational Measures

The Woods Valldata Information Security Management document provides an overview of the
measures in place to protect information and information processing facilities owned and entrusted
to Woods Valldata.

All information security measures are aligned to the controls within PCI DSS and ISO 27001 Annex A,
which includes reviewing the effectiveness of the controls in place. Woods Valldata is also audited
annually by external auditors for PCI DSS and GC RTS compliance and ISO 27001 certification.

Personal Data Breach Notification

Charity partners will be notified of any personal data breach within 24 hours of Woods Valldata being
made aware of the breach. Notification will include the nature of the personal data breach, the
number of data subjects concerned, and categories of personal data concerned.

Personal data breaches will be handled as per the Woods Valldata Incident Reporting, Escalation and
Management process. Where requested formal incident reports will be provided and include, at the
end of the investigation, root cause and corrective actions taken to prevent a reoccurrence. Woods
Valldata maintains a record of all data breaches, the outcome of any investigation and the actions
taken to prevent a reoccurrence.

Supporting Documents
This Fact Sheet is supported by the following external facing documents:

e Supporter Personal Data IAR
e Affinity Lottery Personal Data IAR
e Woods Valldata Information Security Management

e Woods Valldata Business Continuity Management
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