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2.0 Overview 

2.1 Woods Valldata 
Woods Group Limited, trading as Woods Valldata (WV), provides specialist funding services to the charity 
sector.  It employs approximately 150 employees at its headquarters at Lansdowne House, Bumpers Way, 
Bumpers Farm, Chippenham, Wiltshire, SN14 6NG and approximately 40 employees in Romania.  WV 
delivers a range of services including managing raffles and lotteries, fund management, mailing services, 
direct debit processing, and lottery website hosting.   
 
WV is licensed and regulated by the Gambling Commission (GC) under 2 licences as detailed below: 

• Woods Group Limited (Trading as Woods Valldata) 
• Remote Operating Licence : 003586-R-310429-015 
• Non-remote Operating Licence: 003586-N-103664-016. 

 
WV is required to comply with the GC Remote Gambling and Software Technical Standards (RTS) which 
were updated in November 2024.  Chapter 4 of the RTS specifies a set of security requirements based on a 
subset of the controls in Annex A of ISO/IEC 27001:2022 (ISO 27001), the International Standard for 
Information Security Management.  ISO 27001 is supported by ISO/IEC 27002:2022 (ISO 27002), which 
provides implementation guidance on the controls contained in Annex A of ISO 27001.   
 
The GC requires that the RTS controls of licence holders are independently audited on an annual basis.  To 
fulfil this, WV engaged URM Consulting Services Ltd (URM) to conduct an audit which took place on 4 and 5 
November 2025.  In line with the requirements of the GC Security Audit Advice, this report presents the 
audit findings, based on interviews with WV staff and management, as well as an examination of relevant 
policies, procedures, and supporting documentation. 
 

2.2 Technical Scope 
WV delivers its specialist funding services to the charity sector, including its raffle and lottery services, 
through a range of in-house developed applications, Windows services, and website APIs.  Applications are 
hosted on either on-site Windows server infrastructure or cloud-based Azure infrastructure and are 
predominantly Microsoft .NET based.  Although a number of versions of .NET are utilised, all are still fully 
supported by Microsoft and WV has ongoing plans to transition its code to the latest version.  The Windows 
server estate is based on  and the databases utilise .  Azure Platform as a 
Service (PaaS) is used to host supporter-facing functionality such as websites, email and databases which 
make up approximately 10% of the WV code base.  WV utilises a software random number generator 
(RNG) for conducting raffle and lottery draws on all platforms utilised by the organisation.  The RNG is 
based on Microsoft’s RNGCryptoServiceProvider Class and is implemented in VB.Net.  It was tested and 
approved by Gambling Associates; a GC approved testing company listed on its website. 
 
During the audit, the processes for the secure development and maintenance of all code and on-site 
infrastructure were reviewed as were the infrastructure support processes.  A list of key systems reviewed 
can be found in Section 4.5. 
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2.3 Other Regulatory Requirements 
As WV handles credit card information to take payments from client supporters, it is required to comply 
with the Payment Card Industry Data Security Standard (PCI DSS).  WV is assessed annually by a PCI 
qualified security assessor (QSA) and a report on compliance (RoC) and attestation of compliance (AoC) are 
produced.  WV is also a Tier A Bacs Approved Bureau (Bureau Number  B20999). 
 
WV is certified to the following standards: 

• ISO/IEC 27001:2022 – Information security, cybersecurity and privacy protection — Information 
security management systems — Requirements 

• ISO 9001:2015 – Quality management systems — Requirements 
• ISO 14001:2015 – Environmental management systems — Requirements with guidance for use. 

 

2.4 Scope of Audit and Methodology Employed 
On Tuesday 4 November and Wednesday 5 November 2025, URM conducted a formal audit of WV’s 
compliance with Chapter 4 of the GC’s RTS.   The audit was conducted by , Senior Consultant 
at URM, in line with the requirements of the GC Security Audit Advice as updated in November 2024.   
 
The audit was conducted onsite at Lansdowne House and was based on interviews with key staff, a site tour 
and an inspection of documentation and evidential records.  The audit covered all services provided from the 
Lansdowne House location.   
 
A list of interviewees can be found in Section 4.3 of this report and a list of documentation and records 
reviewed can be found in Section 4.4. 
 

2.5 About URM 
URM Consulting Services Limited (URM) is dedicated to providing high quality, cost-effective and tailored 
consultancy, auditing, and training services in the areas of information and cyber security, data protection, 
business continuity, and risk management.  Specific areas of expertise include assisting organisations certify 
to standards such as ISO 27001 (450+), ISO 22301, Cyber Essentials, and PCI DSS (URM is a PCI QSAC) 
and comply with standards and frameworks such as SOC 2 and NIST CSF 2.  URM also has a hugely 
experienced Data Protection Team, which has a 20-year track record in assisting organisations to comply 
with legislation, most notably the Data Protection Act and, more latterly, the GDPR. 
 
One of URM’s distinctive competencies is its ability to deliver both governance, risk, and compliance (GRC) 
services, along with a comprehensive range of cybersecurity consulting and penetration testing services.  
Through its services and risk management software (Abriska), URM’s mission is to assist organisations in 
achieving the levels of information security (IS), data protection and business continuity which are 
commensurate with their business objectives and culture.   
.   

2.6 Auditor Credentials 
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 (Senior Consultant) has more than 17 years’ experience in information security and has 
worked in information technology for over 30 years.  For the last 9 years,  has been focused on the 
provision of consultancy and auditing services to a wide range of private and public sector organisations.  

 holds the Certified Information Security Manager (CISM) and Certified Information Systems Auditor 
(CISA) qualifications.  He is also a PCI QSA. 

2.7 References 
The following references are made in this report: 

• Gambling Commission Remote Gambling and Software Technical Standards – November 2024 
(RTS) 

• GC Security Audit Advice – September 2024 
• ISO/IEC 27001:2022 Information Security, Cybersecurity and Privacy Protection - Information 

Security Management Systems — Requirements (ISO 27001) 
• ISO/IEC 27002:2022 Information Security, Cybersecurity and Privacy Protection – Information 

Security Controls (ISO 27002). 
 

3.0 Key Audit Findings 
No significant nonconformities were identified during the audit and, therefore, URM confirms that WV is 
compliant with all requirements of the GC RTS.  During the audit,  the information security processes and 
controls implemented by WV were observed to be well designed and documented.  There was also clear 
evidence that these processes and controls were operating effectively and that there was a comprehensive 
oversight framework implemented by the Compliance Team to help assure this.  WV was observed to be 
operating a well-established information security management system (ISMS) which also contributed to the 
organisation’s information security maturity.  WV’s supplier management and role-based access 
management processes, information security awareness programme and physical security management 
were noted to be areas of particular strength.  During the audit, all interviewees were observed to have a 
good understanding of both the importance of information security to the organisation and their specific 
information security responsibilities.  WV’s commitment to continual improvement over the last 12 months 
was evidenced during the audit by the rollout of multi-factor authentication (MFA) to a wider range of 
systems and the deployment of content security policies and integrity checking for PCI DSS in-scope 
websites.  
 
Appendix A of this report contains a table detailing the evidence reviewed and conformance status of each 
of the security requirements from Chapter 4 of the RTS. 
 

4.0 Audit Scope 
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be defined, and 

implemented. All remote connections to the WV network must be established through the 

VPN, which is configured using standard IPsec encryption 

protocols. 

All servers in the CDE are encrypted in line with PCI DSS requirements. 

WV encourages clients to utilise its dedicated portal for the import and export 

of client system data as it has strong levels of security and encryption 

implemented. If clients choose alternative methods, WV ensures that the 

solution employed meets their specified compliance requirements. 

The Infrastructure Team is responsible for the management of all SSL 

certificates for client-facing websites. The Software SSL and Domain 

Inventory document was reviewed and observed to include a list of all WV 

domains and SSL certificates. Listed information for each certificate was 

observed to include: 

• Domain name

• Domain expiry date

• The third-party SSL certificate authority.

• Hosting provider

• SSL certificate expiry date.

The inventory is reviewed monthly by the Infrastructure Team to identify any 

SSL certificates due for renewal. Discussions during the audit, highlighted 

that the transition to Azure Front Door will mean that fewer SSL certificates 

will need to be managed internally by the Infrastructure Team. 
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